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Control System Security – Interacting with IT 

By Ron Derynck

Director, Product Strategies, Verano

Introduction

Security of a company’s computing assets is a key concern in today’s world of viruses, worms, hackers and terrorists. In most organizations, executive management has made the Information Technology (IT) department responsible for the protection of all computing resources within their corporation.

Businesses operating in the energy, utility and process manufacturing markets typically utilize two types of computer networks – a network that supports enterprise information system functions (like finance, HR, order entry, planning, email and document creation); plus a network that controls operations in real-time. This second type of network is referred to as a technical information system (or real-time control system) and is used for Supervisory Control and Data Acquisition (SCADA), Distributed Control Systems (DCS) or Manufacturing Execution Systems (MES), depending on the industry. 

There was a time when these two networks were completely isolated from each other and used different equipment, operating systems and communication protocols. While that is still true to some extent, the control network has adopted IT technologies because of the cost advantages. Furthermore, companies have realized that there is a wealth of valuable information contained in their SCADA, DCS or MES computers so they have integrated the two networks to make the detailed operational data readily accessible throughout the corporation.

So, if IT is responsible for computer security and control systems are interconnected with enterprise systems, utilizing much the same technology, shouldn’t IT determine what security equipment is installed on the control system as well?

The answer is not as obvious as you may first think.

Operations staff and plant engineers also have a keen interest in the security of control networks. They are responsible for the reliability, availability, safety and integrity of the process. Their facilities are the ones producing products and earning revenues, so their concerns, priorities and knowledge must also be considered when determining security options.

Priorities and Consequences

The focus for IT in planning security can be summarized as CIA – standing for Confidentiality, Integrity and Availability (not the Central Intelligence Agency).

For enterprise systems the priorities are:

1. Confidentiality – no matter what, protect the information on the server from loss or disclosure.

2. Integrity – maintain the accuracy and validity of the company’s information assets.

3. Availability – an outage of a web server, email server or desktop PC can be tolerated for short periods of time. Some applications are routinely taken out of service in off-peak hours for maintenance or back-up purposes.

For real-time systems used to control process plants, the electrical grid or a pipeline the priorities are reversed:

1. Availability – the process being controlled is often continuous in nature and may be unstable if not supervised. It may involve potentially dangerous high current or high pressure conditions. Batch processes can run for many days and are often extremely valuable –for example, a single batch could be worth hundreds of thousands of dollars to a biotech company. Therefore, the top priority for the control system is availability. It needs to operate 24x7 without interruption for long periods of time. Control systems are designed to operate at multiple levels, with redundant control computers backed up by local controllers that are in turn backed up by safety shutdown systems.

2. Integrity –most information in a control system is gathered automatically from sensors and is transitory in nature. Data will be replaced by another measurement on the next scan. The key requirement is to ensure its accuracy and validity as it travels from the sensor to the control computer and back out to an actuator. In SCADA systems, this may include transmission over slow speed serial links.

3. Confidentiality – in general, information in a control system is not considered proprietary, although there are exceptions – such as a recipe for a patented process.

The biggest difference between enterprise systems and control systems is that control systems are directly connected to pipelines, electrical grids and process equipment. A security breach can have severe consequences including loss of revenue, environmental damage, blackouts and threats to human safety.

Due to the severity of these consequences, it is imperative that operations staff and IT security experts coordinate with each other to protect the control network. Both groups need to communicate and make an effort to understand both the similarities and differences between their two worlds. 

The IT View

IT security staff get involved with control system security either because they are consulted by operations or because they learn that a plant is planning to install a control system security product. In either case, the first reaction from IT is to look at the problem as an extension of the enterprise security problem. 

Due to the scale and complexity of the networks they manage, IT departments select a few vendors, qualify their products and then apply them as corporate standards. They do not have the time or resources to consider unique circumstances. 

IT tends to look at the control computers as yet another computer and is often surprised when they investigate further. Treating the two types of system as equivalent can lead to unexpected and perhaps even catastrophic results. For example, initiating a port scan on a control network can have the same impact as a denial-of-service (DOS) attack. Installing the latest patch to fix a security hole may cause the control application to fail and force a line to shut down. Enforcing a password timeout policy may prevent an operator from properly responding to an emergency situation. 

 IT is not necessarily familiar with this new world. 

Control systems are expected to operate for periods of 10 years or more. Once they are tested and commissioned, there is great reluctance to change anything in the configuration in case it causes the system to malfunction. In a highly regulated industry, such changes could trigger an expensive re-certification process. 

Control software that operates continuously in a real-time environment places far more stress on the operating system and requires much more extensive testing then other types of software. As a result, control system vendors may not support every release of the operating system. As late as mid-2004, some major DCS vendors are still shipping their flagship products on Windows NT/SP1!

In this kind of environment, even simple IT expectations like having all computers updated with the latest patches within a few days of a vulnerability being discovered are difficult or impossible to comply with. Anti-virus scanning is another example. Running AV software slows down a computer. If the impact is sufficient to interfere with control functions or significantly slow display call up times on an HMI station, it will not be tolerated (availability is more important than integrity and confidentiality).

The next surprise for IT is that there are various strange devices hooked to the control network
. Whether they are Programmable Logic Controllers (PLCs), Remote Terminal Units (RTUs) or distributed controllers – they are not the types of equipment typically found on the enterprise network. They may run unusual operating systems, utilize unique communications protocols, have limited computing resources and perhaps have unknown vulnerabilities. The newer devices all use TCP/IP communication stacks and often support telnet, FTP, login shells and web servers. Passwords, where used, are often set to factory defaults. 

It is at this point that IT begins to wonder how they can secure this type of environment and whether they should isolate it from their well-managed enterprise network.

The Control View

From an operations perspective, security is a subset of the larger problem of maintaining the availability and integrity of the control system – in simple terms, keeping the network equipment, control computers and control software operating at peak efficiency. 

Operations have limited staff and budget to meet this goal and the last thing they can afford is a point solution that addresses only part of the problem. While security is an increasingly important issue, the solution needs to fit into the broader context of maintaining the availability and reliability of the control system.

For example, adding intrusion detection to the control network is becoming an accepted part of a defense-in-depth strategy. But an IDS sensor that produces an excess of incident logs will quickly swamp operations technical staff. If the data from the control network is sent to IT or a managed service provider, they will not have the understanding about the real-time network in order to know how to respond. They have neither the skills nor the authority to intervene on the control network. All they can do is refer the incident back to operations.

Fortunately, control networks tend to be much smaller and more stable than enterprise networks. A control system intrusion sensor can be configured to detect the known, good traffic and signal an alarm on anything else. Enterprise level intrusion sensors operate in a larger and more dynamic environment, making their policy rules much more complex to administer. On the control network, it is possible to baseline normal network traffic and generate alerts only when anomalies occur. These can then be dealt with by the people who know the system the best – operations technical staff.

Since mission-critical control systems are directly connected to process equipment, they need to be protected from internal as well as external threats. Knowledgeable insiders have been responsible for the majority of reported cyber-incidents impacting control systems. But as the control and enterprise networks are becoming interconnected, even unintentional or accidental acts can threaten operations.  

Ideally, operations would like to instrument the control network, its computers and the control applications software with a variety of metrics. Tracking performance of computers, monitoring critical files, checking DCS or SCADA log files and detecting host intrusion attempts are all indicators of the overall health and security of the control system. Monitoring this information 24x7, consolidating it with network intrusion incident alarms and alerting operations technical staff only when significant events occur is the best way to deal with the evolving cybersecurity threat. 
Adding these sensors, especially on legacy control systems, requires careful design so that they consume minimal CPU and network bandwidth to avoid disrupting time-critical operations. 

Yet they are essential to monitoring and detecting the state of the network – otherwise, how do you know if you are being attacked? You can’t control what you don’t measure.

Efforts to protect the nation’s critical infrastructure are clearly moving in this direction. The U.S. Canada Power System Outage Task Force did not find specific evidence that cyberthreats contributed to the severity of the August 14th blackout. However the report
 recommends that a number of cybersecurity steps be implemented, including controls to manage system health, network monitoring and incident management.

Security solutions designed for the enterprise do not have any knowledge of the control systems or the protocols they use. They can be applied down to the level of network equipment, like switches or routers, but are blind to the rest of the control systems.

As a result, when IT implements their standard security approach – say a firewall or corporate IDS sensor – operations are frequently unhappy with the result. It’s not because the IT security equipment does not perform as designed, it’s that it does not go far enough in meeting the needs of the control network. Typically, operations are not given administrative access to the security equipment, so they cannot control its response to threat conditions. Yet they are accountable for the reliability, availability, safety and integrity of the plant, pipeline or transmission grid.

Conclusions and Recommendations

Many organizations have not made a conscious decision about who owns security of operational systems
. Either no one wants the responsibility or both operations and IT claim ownership of it. Neither approach is efficient or effective. Given their specialized nature and potentially severe consequences of a breach, ultimate responsibility for security of operational systems must reside at a senior (e.g. VP of Manufacturing or Operations) level in the company.

IT and operations need to jointly define a demarcation boundary between the enterprise network and the mission-critical control network. This boundary will protect the enterprise network from vulnerabilities in the control devices without requiring the imposition of strict IT security policies that are inappropriate for control networks. 

On the control network side of the boundary, operations requires the freedom and budget to select the security products most appropriate to their needs. The Instrumentation, Systems and Automation society (ISA) is drafting a security standard specifically for manufacturing and control systems
. Solutions like Verano’s Industrial Defender take a holistic approach to health, integrity and security at the control network, control computer and control applications levels.

Ideally, the interface between the enterprise security zone and control system security zone (refer to Figure 1.) should be a gateway device that under normal conditions allows real-time information to be exchanged to meet business needs. But when the threat level increases, operations needs to have a simple method of restricting traffic or completely locking down the control system. This response needs to be pre-planned and defined by operations to ensure the availability of the control system under various threat conditions. Thus, operations requires administrative control over the gateway device.
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Figure 1. Enterprise and Control System Security Zones

Finally, it’s important that IT and control system engineers establish a dialogue about security issues. Both sides have a lot to learn from each other. Security is an on-going process because threats and vulnerabilities are constantly evolving. Working together is the best way to ensure the health, availability, integrity and security of mission-critical control networks.

� IT Security for Industrial Control Systems by Joe Falco, Keith Stouffer, Albert Wavering, and Frederick Proctor, National Institute of Standards and Technology (NIST). The first half of this paper provides a good introduction to industrial control system architecture and terminology.


� Final Report on the August 14, 2003 Blackout in the United States and Canada: Causes and Recommendations, April 2004 https://reports.energy.gov/B-F-Web-Part1.pdf


� See Out of Control by Todd Datz, CSO Magazine, August 2004.


� The standard itself is under development but two technical reports are available now. ISA-TR99.00.01-2004 Security Technologies for Manufacturing and Control Systems and ISA-TR99.00.02-2004 Integrating Electronic Security into the Manufacturing and Control Systems Environment (see � HYPERLINK http://www.isa.org/Template.cfm?Section=Shop_ISA&Template=/Ecommerce/ProductDisplay.cfm&Productid=7552 ��http://www.isa.org/Template.cfm?Section=Shop_ISA&Template=/Ecommerce/ProductDisplay.cfm&Productid=7552� for additional information)
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